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Abstract to satisfy security concerns. This, in turn, counteraces th
effort of reducing complexity by using modern concepts of
In the last years, automotive systems evolved to be mo8E and RE. Furthermore, this process is prone to simply
and more software-intensive systems. As a result, consideignore serious vulnerabilities and thus, allows for seguri
able attention has been paid to establish an efficient soétwa leaks remaining in the system.
development process of such systems, where reliability is We argue that it is inevitable to integrate IT security
an important criterion. Hence, model-driven developmentconsiderations in the early stages of the (automotive) soft
(MDD), software engineering and requirements engineeringvare development process. In the following, we sketch an
(amongst others) found their way into the systems engineeapproach which aims at specifying security requirements in
ing domain. However, one important aspect regarding theearly stages (i.e. requirements analysis) and thus, can be
reliability of such systems, has been largely neglected on gaken into account for design and implementation.
holistic level: the IT security. In this paper, we introduce The remainder of this paper is structured as follows. In
a potential approach for integrating IT security in the Section 2 we give an overview of automotive systems and
requirements engineering process of automotive softwaréhe relevance of IT security within this domain. In Section

development using function net modeling. 3 we point out the problem of today’s automotive software
development regarding the IT security. The Sections 4 and
1. Introduction 5 encompass our approach for specifying security require-

ments, divided into modeling and formalization. We close

Current automotive systems (i.e., being part of auto-our article with a conclusion and an outlook of future work.
mobiles) can be considered as a network of embedded
systems (e.g., Electronic Control Uni@&ECUs) which are 2. Background
connected to each other via different bus systems and thus,
exhibit a considerable complexity. Moreover, in the recent In this section, we give an overview of the main char-
years automotive systems became more and more softwaseteristics of automotive systems. Futhermore, we poiht ou
intensive systems. This is caused by the fact that more anldow IT security is interrelated with these systems and thus,
more functionality of an off-the-shelf car is implemented b why it is important to consider IT security.
software functions. It is expected, that in 2010 a medium-
sized vehicle will contain approx.1 GB of Software [1].  2.1. An Overview of Automotive Systems

In order to develop software in an efficient way and to
overcome the (still increasing) complexity anyway, tech- In general, it is supposed that appr. 98% of the software
niques and concepts from the field of software engineeringvorldwide is implemented in embedded systems [11]. Even
(SE) and requirements engineering (RE) have been proposeditomotive systems, i.e., the skeleton of today’s off-the-
and applied to the development process [2], [3], [4], [5], [6 shelf cars, make no exception to this fact. Such systems are
Although the software should contribute, amongst others, t characterized by a frequent interaction of their compaent
the reliability of the system, one aspect has been neglectdd detail, dozens of ECUs, sensors and actuators which leads
so far in the development process: holistic conceptsiTor to a complex networked IT system. These interactions are
security Successful attacks on an automotive IT systenmainly reflected by a frequent exchange of data, which leads
can have negative implications on the safety of its humano a data-centered character of the overall system. In Eigur
users or on the reliability of the system itself [7]. In seater 1, an excerpt of an automotive system is depicted. The
studies it has been shown that attacks on current automotiwdifferent components can be grouped into different subbus
IT systems are possible without much effort and speciabystems, which are in our example tihhéotainment Comfort
expertise of vehicle components [8], [9], [10]. However, and Power Train subbus system. However, for decreasing
today it is common that the (mostly generated) code ishardware costs (e.g., by saving wires) and because a notable
retrofitted at the end of the development process in ordeamount of components is not limited to a certain subbus



system (regarding their functionality), such a physicg-re It aims at influencing a certain behaviour or state of the
resentation is not appropriate anymore. Rather a logieaV vi automotive system. Since this is done by manipulating the
(considering the functionality within the overall system) respective functionality (e.g., by introducing maliciczede,
should be used to reflect the scope of particular componentsommunication or manipulating data), it directly addresse
the software responsible for this functionality. Subsexdjye

it is reasonable to ensure the IT security of the respective
software in order to increase the security of the overall
system.

3. Problem Statement

As already stated, automotive systems more and more
rely on software to fulfill certain functionalities. Furthe
more, the complexity of such systems steadily increases,
while the reliability has to be ensured. Alltogether, this
is a challenging task to be managed during the software
development process of such systems. Hence, different ap-
proaches of software development found their way into the
systems engineering domain in order to overcome these

. . challenges. For instancepftware product lines (SPLas
Because each component is a self-contained embedded . . .

. : a special concept of software engineering (SE) are used
system, the overall system exhibits a highly heterogeneoutso manage commonalities and variabilities of automotive
character, the more, as different ECUs are provided by dif- g

. . ; software [2], [6]. Another common practice is model-based
ferent manufacturers. Since this structure already ested .
. ) . . . development (MBD) of software for automotive systems,
a high complexity of automotive systems, it also makes it . 7 .
- where functionality is describédby models [15], [16].
a complex and difficult task to develop software for such : .
S . . . Afterwards, the code is generated automatically based on
systems. This is a serious problem, expecially regardirg th . ; . X .
o : these models. Finallyequirements engineering (Rigpins
demands for reliability and safety in such systems. Another : o . .
- more and more importance within automotive systems since
challenging task for the software development results from . Co
; e . . a good requirements analysis is inevitable for all othegeda
the very restricted conditions and resources in automotive
of the development process.

systems. A micro controller commonly used in such environ- However. since all mentioned techniques and concents
ments is characterized by memory of 50-100 KB (distributed ’ q P

over RAM and EEPROM) and computing power of 10-20 address _the (dgcrease qf) cpmplexny of the systgm.,_they
S ) .~ often omit one issue, which is important for the reliability

MHz. Furthermore, such systems exhibit real time require; . . .

. : . the IT Security Although the IT security could be integrated

ments in the dimension of less than 10 ms. Thus, software

) . . into th ncepts, it is either consider ringly or
development is a crucial task for automotive systems (e.g 0 hese concepts, s either considered sparingly o

; ; o . eéven ignored at all. Moreover, the final code is retrofitted
regarding complexity or reliability) and subject to cutren . .
: : with regard to known vulnerabilities. This, in turn, not gnl
software engineering research.

endangers the reliability of the system but also countsract
the effort which is invested for decreasing the complexity.

Figure 1. Exemplary Part of an Automotive System

2.2. The Importance of IT Security

Along with the mentioned fundamental changes Within4' Specifying  Security Requirements - A

automotive systems, the IT security becomes an importari¥! 0d€l-Based Approach

issue. Per definition, IT security means reliability in term o ) i

of preserving security aspects of information [8], namely 1h€ approach we propose for specifying security require-
integrity, availability, authenticity, non-repudiattiji confi- ment; is twofold. Thg first part cqn5|sts of a mode_l which
dentiality and privacy. Because of its networked character, déscribes the underlying (automotive) system. In thisnga
automotive systems exhibit vulnerabilities to malicious a W€ Pay special attention to the particular functionalities
tacks, which, in turn, can violate one ore more aspects ofé@lized by the modeled system (e.g., using software) and th
IT security. The access for the execution of an attack orflata utilized and exchanged for this purposes. The second
the system can take place in multiple forms fromtsideor ~ Part Is a formalism which desc_:rlbes hoyv security require-
insidethe car, as shown in exemplary case studies reporte@l€Nts can be propagated semi-automatically throughout the

In [12]’ [13]’ [14]' .Regardless .hO}N ac'cess is achieved by 1. This includes the specification as well as design or impléatiem of
the user, the basic attack principle is always the sam@ne functionality.



system, represented by the model. While the first part is A function net based on SysMI could be structured as

considered in the following in more detail, the second partollows. The used components, callédocks encompass

is subject to Section 5. corresponding devices in a black box manner. For instance,
the Input Control Systenblock encompasses devices (e.g.,

4.1. Functional Dependencies in Automotive Sys- ECUs) used for the input of data to the navigation system.

tems Different blocks can be connected pgrts which indicates,
that they exchange data (and the direction of the data flow).

As already mentioned, the physical dependencies betwedrHrthermore, a port specification can be used to indicate
ECUs, sensors, and actuators (in the following referredsto awhich data is exchanged. Despite this enclosed block notion
nodes) which is embodied by subbus systems, becomes moténctional dependencies may exist beyond the boundaries
and more blurred. Moreover, it is reasonable to consider th@f @ certain block. However, since this model is useful
dependencies resulting from the functionality executed irfor a first, logical overview of the considered system, it is
automotive systems. The overall functionality can be aigid Not helpful to investigate functional dependencies in idleta
in partial functionalities. For each partial functionglia set ~ Therefore, we use the already mentioniedernal block
of nodes is responsible for its correct execution. To thi, en diagrams With the help of such a diagram, we can achieve
the respective nodes exchange information, e.g., in form ofn insight view of one or more blocks. As a result, we can
data. This, in turn, evokes dependency relations betweefchieve a complete description of the logical architecaire
nodes of a partial functionality, since a certain node selie the system.
on the information of other nodes. However, since we are only interested in the data flow

Considering these functional dependencies is advantdWhich establishes the dependencies by our means), we even
geous for several reasons. First, it providetgical view  abstract from the introduced SysML model for the rest of
on the overall system, which abstracts from the detailedhis paper. Therefore, we introduce our own model repre-
underlying architecture. Consequently, the complexity ca Sentation, which is exemplary depicted in Figure 2 for the
be decreased for the dependency considerations. SecondN@vigation system. Note, that this abstract representasio
allows for a detailed investigation of dependencies, beeau at least equivalent to the SysML model from a logical point
we can focus on a very small set of dependencies, occurringf View. The model consists of several nodes representing
in one partial functionality. Reversely, we can merge saver €Xisting automotive hardware, namely ECUs, sensors and
partial functionalities in a bottom-up fashion to achieve a@ctuators (which would be visible in thied of the SysML
more coarse-grained overview of the logical structure andnodel). Furthermore, in our example a special node exists,
its existing dependencies. Thus, this approach is scalabk&presenting the user which is subject to the authentidinati
which supports even the consideration of large-scalectégi !t is worth to note, that all nodes could have an unique
structures (like automotive systems) and its dependeities representation as well. However, we differentiate between

particular. these nodes to provide additional semantic information to
the respective stakeholder.
4.2. Function Net Modeling Additionally, directed and named edges are used to con-

nect certain nodes (which is done pygrts in the SysML
gmodel). These edges describe the information flow (or data

flow respectively) between nodes connected by them, where

the names of the edges represent the exchanged data. By

alities and the corresponding interactions of the resptmsi 1€ usage of nodes and edges we can even divide a partial
nodes, it is reasonable to uenction netsas the modeling functionality in several graphs. In the context of the model

approach. In the recent past, this has already been dorfvery gra}ph represents a cgrtai_n feature wit.hin the functio
in order to achieve an overview (of functions) on a moren€t. For instance, t.haawg.au'on inputfeature ISlcor.npose(.j
abstract level or to reduce modeling complexity [17], [18]. ©f the nodesoperating unit, input control, navigation unit
For modeling such function nets, tf&ysML[19] can be 2and the respective edges connecting them. _

used, which comes along with two main advantages. First, 'S graph-based view decreases the complexity of the
it has been developed and standardized explicitly for thdnodel further, since it supports the user in extracting spde
usage in system engineering, which is the context of oufXnibiting dependencies, from the function net. Another
target domain as well. Second, SysML supports mode"né:hara_lcter of this view |s_that |t_aIIows f_or observmg the
functional dependencies by special components, blgck inheritance of_ datg by |Ilustrat|ng the mformgpon flow
definition diagrams (bddpr internal block diagrams (ibd) and thus, the inheritance of potential vulnerabilities ban

With the help of these components, it is possible to mode?raCked as well. Basefj on _this view, we can also define two
the logical architecture with different degrees of graritya general typgs of.node.I%r.OV|d('—:‘rand aConsumenode. The
former provides information (in form of data) to one or more

With the logical architecture in mind, a model is neede
reflecting this view, its dependencies and potential vaner
bilities of certain nodes. Since we consider partial fumeti
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Figure 2. Abstract Model Representation of the exemplary Funcion Net for Navigation System

nodes while the latter consumes information. In particularcertain security aspect has to be fulfilled by a certain node
cases, a node can be both, a provided a consumer, e.g., of the system (with respect to a certain data item).

the navigation unitnode in Figure 2. These node types are Firstly, we make some definitions, needed for the formal-
helpful for our requirements analysis approach, because ization. Amongst others, these definitions representreiffe
allows for preliminary predictions if certain security @sgs ~ components of the abstract model representation (cf. Eigur
are required. An overview of the relation between node type). The definitions are as follows:

and typical security aspects is given in Figure 3. e V ={v1,...,u,v} is the set of all nodes within the
automotive system (AS), e.g., ECU.
Security Aspect Required by Measure by e D = {dy,...,d,d} is the set of data, contained and

exchanged within the AS.

Conflc_ientlahty(C) Provider Both « All edges are defined a8 = {ey,...,e,e}. A particu-
Inte_gnty_([) Consumer BOth_ lar edge is a triple; = {v;, vi,d;}, where(v;,v,) € E
Availability (A) Consumer  Provider are the nodes connected by this edge @nis the data
Authent|C|ty.(U_). Consumer Both exchanged between these nodes (= edge name).
Nqn-Repud|ab|I|ty(N) BOth. BOth, « All graphs are defined as s&f = {G1,...,Gng}
Privacy (P) Provider Provider With Gy, = {Vin C V,Ep C E,sm,tm;dm € D}
Figure 3. Relevance of Security Aspects regarding the as a particular graph. The functions,, t,, : £ — V
Node Type assign a source nodsdurcg and a target nodddrget)

respectively to a particular edge [20].

In the following section we point out how this modeling ~* Al function nets are encompassed &N
approach can be used for security requirements specificatio ~ {/1,--- /af} With a particular function netf,.i =

on a holistic level, i.e., for the whole automotive system. {Gi C G .
« Finally, the security aspects are represented by the set

S = {I,U,A,C,N, P} (cf. Figure 3). Additionally,
we define two subsets, representing the security aspects
for the two node typedrovider and Consumer(cf.
Figure 3). To this endCR C S = S/{C, P} is the
set of typical security aspects possibly required by the
node typeConsumerand PR C S = S/{I, A,U} the
respective set for the node typwovider.
With the help of these definitions, we can now formalize
oW security requirements are propagated within and across
unction nets. In order to do this, we choose a bottom-

5. Formalization of Security Requirements

The modeling approach, introduced in the previous sec-
tion, is useful for identifying security requirements in aef
granular manner. Nevertheless, it is still insufficientcsin
the model has to be investigated manually for identifying
these requirements with regard to the dependencies of the
underlying system. This is a cumbersome and tedious WorkgI
which furthermore can lead to incomplete requirements

To overcome this shortcoming, we propose a formalizatio

which aims at a semi-automatic propagation of securitQJ_p allpproactr:, "e'h.wf initially stglrtt our Iorrt'nahzgnon 'W'tt. |
requirements within a function net model, based on certairfmgt(.e gr?tp S (V; Ic ?:orreslpt)'tlnn IO a fea .l:'re n s;'lpar 'a
information like required security aspects or data flow. The'tNc lonality) and apply multilevel composition until we

results of this formalization are propositions, whether aachleve a formalization for the whole system.



Security Requirements for a Single Graph from one node to another one. Keep in mind, that the
equations are only valid, if the security aspect is required

As a precondition for our formalization, we assume, thatfor the considered data item. The complete equation for
all function nets for an automotive system exist (in thedescribing this propagation is given in equation (5).
best case, there is one huge function net). Subsequently,
these function nets are divided into graphs, where a single
graph represents a feature of a partial functionality (e.g.
considering thenavigation inputfeature of ournavigation ATelNT (vm, s;)
systemfunction net). Such a single graph is identified by Avecen,, a, [si] =1 (5)
the data item which is exchanged between the nodes of this
graph. As a result, a single graph can be defined as foIIowscomposi ng Graphs to Function Nets
Gm = (Vm CV,Ep CE,8m,tm,dpy € D)

As afirst step, we now have to determine the initial values  After specifying the security requirements for all graphs o
for an arbitrary node; in this graph (with respect to data a function net in the described manner, these graphs have to
item d). As a constraint, this node has to communicate theye composed to the original function net (with the obtained
data item to at least one other nodg in the graph, i.e., information about security). Along with this process it has
{(vi;vz) = vz} € ty,. The initialization is described by to be considered that nodes which occur in multiple graphs
Equation (1). It determines, if a security aspechas to be  may only occur uniquely in the final function net. Hence, we
considered for a data itea at a certain node. use theunion operation to describe this composition, which
is expressed in Equation (6).

delegate(vy, vm, ;) < inherit(vy,, vy,)

requires

1 v, dj — s; €A
necy, d,(si) = 1)
0 else

J
fm = Giwith k,j €N, j > 1 as #Graphs  (6)
Based on this initial node, the security requirements of k1

all other nodes of the respective graph should be derived Furthermore we have to take into account, that at each

automatically as far as possible. As an intermediate Stegyq e the information about security requirements is avlla
we determine in Equation (2) if a particular security aspecty. eyery data item which is processed at this node. For

is relevant for a certain node in the graph. Therefore, Wenstance, the nod@avigation unitin Figure 2 manages
take the node type€onsumer (C)and Provider (P) into several data items, e.gdestinationor traffic info. In the

account. composed function net the security requirements for each
data item have to be stored separately. However, this is more
1 (Type(vy) =" C'"Ns; € OR)V a design and implementation problem than a conceptual one.

relNT(vy, 5;) = (Type(vy) =" P' A s; € PR) One possibility is to store information about security atpe

in vector-like structures for each data item.
0 sonst

2 .
Considering our formalization up to now, we can (as)sign6' Conclusion and Future Work

initial values to an arbitrary node and we can check if a ) ) )

certain security aspect is relevant for a certain node. We no N this paper, we pointed out the importance of IT
need two further conditions to be fulfilled for a propagation SECUrity in automotive systems and how does it relate to
of security requirements. First, the source and the taxggen the sSoftware development process of such systems. As a
(v, and v,,) have to be adjacent, which is expressed byr€sult, we proposed to integrate IT security consideration
Equation (3). The second condition is, that a directed edg&om the very early beginning of this process, e.g., the

between the source node and target node exists, which [§quirement analysis. Therefore, we proposed an model-
expressed by Equation (4) based approach, which aims at specifying security require-

ments within function nets, where a function net provides
@) 2 view on the logical architecture of the system. In order
to automate this specification process as far as possible, we
furthermore introduced a formalization which describesy h
security requirements can be propagated across a function
net. Since this formalization is just a conceptual idea up
A(Vn;vm) = v} € S (4)  to now, it could be used for implementing the security

With the previously defined equations we are now able toSPecification (e.g., by extending existing tools). However
specify the propagation of a security requirementc S  the presented approach is just the result of a first, abstract

adjacent(Vy, V) < (Vn,Um) € Epy,

inherit(v,, vy) < adjacent(vy,, vy,)



idea of increasing security awareness in automotive system [7] A. Lang, J. Dittmann, S. Kiltz, and T. Hoppe, “Future
It can be improved from several points of views. For Perspectives: The Car and its IP-Address - A Potential
instance, we intend to evaluate how this approach can be Safety and Security Risk Assessment,Hroceedings of the

. . . . . . International Conference on Computer Safety, Reliability and
applied Fo Slmullr_1k models, which are W|dely—us.ed in the Security (SAFECOMPR007, pp. 40-53.
automotlve domain and where we meet rather signals than[8] T. Hoppe, S. Kiltz, A. Lang, and J. Dittmann, “Exemplary
data items. Furthermore, we want to extend our own model” ~ Automotive Attack Scenarios: Trojan horses for Electronic
representation, e.g., by using attributed or types graphs. Throttle Control System (ETC) and replay attacks on the
This could be helpful by considering larger graphs with power window system,” irProceedings of the 23. VDI/VW
more than one data item. Moreover, it is reasonable to ~ Gemeinschaftstagung Automotive Secur2@07, pp. 165-
think about how to deal with composed or derived data. 183.

: . . [9] T. Hoppe and J. Dittmann, “Sniffing/Replay Attacks on CAN
However, the probably biggest challenge is to find ways how Buses: A Simulated Attack on the Electric Window Lift

to evaluate security specifications with respect to suetabl Classified using an adapted CERT TaxonomyPiceedings
countermeasures. In detail, we want do discover rules,iwhic of the Workshop on Embedded Systems Security (WESS) at

more or less automatically state, whether a countermeasure EMSOFT 2007 2007.

is needed and, if so, what is the most suitable one. [10] E. Kaspersky, “Viruses coming aboard?, viruslist.com
weblog-eintrag vom 24.1.2005,” http://www.viruslist.com/en/
weblog?discuss=158190468%eturn=1.
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